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Today’s Learning Objectives for IT Body of Knowledge

= Gaining a better understanding of five key areas of inter-related healthcare delivery
information technologies:

I. Revenue Cycle Systems and IT Risk Areas;
Electronic Medical Record IT Systems;
C%L III Cybersecurity Risks and Safeguards;
The Healthcare Internet of Things (loT) including Biomedical Devices and Other
“things” Integral to Healthcare Delivery; and
V.  IT Governance.

= |dentifying internal control/ risk considerations for the five technology areas.
See slides #8, #9, #10, #13, #31

= Determining audit objectives for conducting pre-implementation and post-

implementation audit reviews of these information technology areas.
See slides #8, #9, #10, #19, #31

= Coordinating internal audit, billing compliance, privacy, and IT security activities.
See slide #35, where discussions will emphasize these interactions




Today’s Schedule for 1:00pm — 3:00pm
Welcome and Introduction - 1:00pm - 1:05pm (5 minutes)
Partl 1:05pm - 1:55pm (50 minutes)

= Revenue Cycle Systems and IT Risk Areas
= Electronic Medical Record IT Systems

Break - 1:55pm - 2:00pm (5 minutes)

Note: To receive full CPE 2.0
Credits you must answer at
least 4 of the 5 polling questions

Partll 2:00pm- 2:50pm (50 minutes)
= Cybersecurity Risks and Safeguards
= Healthcare Internet of Things (loT), including Biomedical Devices
= [T Governance

Partlll 2:50pm - 3:00pm (10 minutes) - Question and Answer Session

Healthcare Delivery Relies Increasingly on
Connected Medical and loT Devices

Deployed Healthcare 10T is growing at a 25%+ Compound Annual Growth Rate
because of the significant value and ease of having a connected environment

Complex IT Environment Healthcare loT (HloT)

1.Patient rooms

* Medical Devices
2.Enterprise / Office

3.Behavioral health
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* Laboratory Equipment

* Research Equipment
4.1maging (MRI, X-rays)

5. Intensive Care Unit (ICU)

* Enterprise loT

* Operational Technology

6.Emergency Department .
gency Jep * Facilities Equipment

il o o Ubiﬂiﬁi‘mﬂﬁ“‘ﬁﬂ 8.0Operating Room Healthcare Providers

i 9. Tele-visits typically have 300% to
I-— o o o B—annaan | 2005 more loT s
Rl 10.Lobby (COVID-19 Changes)

than IT devices
11. Commercial Activities

12. Facilities Operations

........ and many more



|. Revenue Cycle Systems & Processes
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In the Revenue Cycle, clinical
systems interact with medical
billing IT systems.

In turn, information is exchanged
with multiple third party systems
...between clearinghouses, payers
(commercial insurance payors,
CMS, Medicaid, etc.), statement
systems for patients and providers,
as well as payment collection
vendors.

Patient Registratiow

Tele-visits Technology and Processes
have been deployed and gained
acceptance during COVID-19 Response
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Revenue Cycle Systems &
Processes (continued)

The Healthcare Financial Management
Association (HFMA) defines Revenue Cycle
as:

“All administrative and clinical functions
that contribute to the capture,
management, and collection of patient
service revenue.”

Revenue Cycle represents a patient account
from creation until payment for a single
encounter or a series of encounters.




Revenue Cycle IT Systems Risk Areas (continued)

Clinical Care involves
multiple IT systems and loT

’ Pre-Encounter

’ Patie /Entﬁnter

Pre-Registration

Registration & Intake

Clinical/ Patient Care

Visit scheduling IT System

Patient demographics completeness

Insurance coverage verification

Pre-authorization from Payors for

brocedures prior balance(s)

»

= Proof of identity
Setting payment expectations

= Schedule follow-up appointment

Sharing HIPAA & Privacy policies,
including need for sharing of data to
obtain payment

= Reconfirm pre-registration +
insurance information

Medical Documentation — Clinical
Electronic Health Record (EHR),
Imaging, Laboratory, Pathology IT
Systems

= Collect copay at Point of Care
(“POC”); also collect outstanding

Patient Care — Vital signs,
diagnosis, notes, checkup, well-
- baby visit

Quality Measures tracked in EHR
system

Pre-Encounter IT Risk Areas (Examples)

= Risk #1: Patient demographics incorrect or incomplete

=Risk #2: Insurance coverage information incorrect or incomplete
=Risk #3 Unauthorized access to patient information (privacy)

= Risk #4: Theft of patients’ insurance and demographics (security)

= Risk #5: POC Payment Collection done and recorded in patient’s acct.
= Risk #6: Identity Proof is both a financial and Patient Safety Risk

Patient Encounter IT Risk Areas (Examples)
= Risk #7: Medical documentation incomplete or not signed by provider
= Risk #8: Most recent lab tests or images not included in patient record
= Risk #9: On-line orders incorrect or not authorized by provider physician
= Risk #10: Quality Measures recording, collection, aggregation not correct
= Risk #11: Missing Charges Report of all scheduled visits for which no
corresponding charges have been posted to the patient's account

Revenue Cycle IT Systems & R

iS k Area S (continued)

<3
’ Financial
Charge Capture Claims & Billing Payment Processing

= Charge Master - database
of all hospital services and
procedures. Has elements
such as standard costs, CPT
and/or HCPCS codes.

reviews and

problems. In

= Claims Editor in IT System
head off potential

Medicare’s National

= Reimbursement

o el = Denials & Appeals — Denied

cludes revised & resubmitted for

Correct Codi

ng Initiative payment

»

Compliance Correct Coding

(NCCI) Edits
& Auditing Systems

= Electronic submission
using IT systems Interface
Engine standard code sets

Clinical Documentation
completeness IT edits

= Adjustments

claims are researched,
n

Apply payments to correct
patient accounts

Receivables management

3" party collections IT System

Financial IT Risk Areas (Examples)

= Risk #12: Charge Master (includes all billable codes) maintenance incorrect
= Risk #13: Claims Editor (scrubber) not updated on timely basis

= Risk #14: 3rd party collections agency system privacy and security

Financial IT Risk Areas (Examples)
= Risk #15: Segregation of Duties - Adjustments to patient accounts limited to
those without access to patient payments and bank deposit preparation.
=Risk #16: Electronic Patient Schedule Reminder/Confirmations: Patients with
scheduled visits are sent electronic reminders (e.g. Text, Patient Portal, etc.}




Revenue Cycle IT Systems Common Risk Areas
In the Revenue Cycle, common INHERENT IT RISK AREAS include:

= Protection of confidential patient data (HIPAA) inadequate in systems, Bio-
Medical Devices, & data stored on laptops, desktops, cell phones, etc.

= [Inaccurate/Incomplete data - Errors in information, such as name, gender,
insurance ID number, DOB, and other insurance carrier-related information.

= Segregation of duties — Must be managed by electronic access privileges.

= Inadequate documentation — Claims will be denied if documentation of a
procedure or patient visit is incorrect, illegible, or incomplete. Quality of care and
patient safety can also be impacted by inadequate documentation.

= Medical necessity of services provided is not supported.

= Medical coding errors, such as use of the correct ICD-10, CPT or HCPCS code(s),
leaving out codes, under-coding, up-coding, using wrong Place of Service (POS),
or wrong modifier use.

= Denials management causing lost or delayed reimbursement o

Il. Electronic Medical Record (EMR or EHR) IT Systems
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EMR VvSsS. EHR VvsS. pM Example EMR & EHR Risk Areas

What's the Difference and Why Does it Matter? ® Access control risks greater for
EHR as it is used/ updated by
multiple offices/ third party
organizations.

E N R (Electronic Medical Records)

e Simply a Digital Copy of Patients Chart

- :wl?cl'y!::l:z’:i basic medical history, diagnosis " PriVaC}f risks due to more pe0p|e
- Notcertifiable with access and more HIPAA
1 onEEsEeRkiem ol protected information in one

® Records can't be shared with other providers

system.

= Patient safety risks due to not
knowing if the “latest”
information from all providers
has been included.

E H R (Electronic Health Records)

e Manages a complete health record from all
providers

e Records can be shared electronically between
offices and providers.

= |T Operational risks as interfaces
between systems must timely,
accurate and complete.

e Certifiable

P M (Practice Management) = |T Business continuity risks must

- fEanR(:‘va::;unegv.u-_-(_n office management be addressed through umirroru
e Gives non-medical staff privileges to manage instances of IT systems or
automatic fail over or established
® Assists in patient care with alerts systems. .
(scheduling, billing and special needs alerts) hybr|d/manua| approaches_

®  Allows medical data to be searched and
co data.

G RRRIe By Woindar Doe: LI mpared to demographic d

Electronic Medical Record & Clinical Systems

An Electronic Medical Record (EMR
Emergency or EHR) system is an electronic
Department version of a patient’s medical
history, that is maintained by the
care provider over time, and
includes key clinical data relevant to

Offices &
Clinics

Critical
Care

Clinical
Lab_or & Data & that persons care under particular
Delivery Workflows provider(s) including demographics,

medical history, progress notes,
vital signs, problems, medications,
laboratory data, immunizations and
radiology reports.

Radiology

& Laboratory
Imaging

Cardiology
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lll. Cybersecurity Risks and Safeguards

Healthcare Security Landscape

:
Who are the threat actors? What are their motives? What are the top patterns?
» 59% internal (+3%) > 83% financial gain (+8%) » Miscellaneous errors
> 42% external (—1%) > 6% fun (—7%) > Privilege misuse
» 4% partners (—) » 3% convenience (—2%) » Web applications
> 3% multiple parties (+1%) > 3% grudge (—) Source: Verizon 2019 Data Breach Investigations

. Report, 12t Edition
» 2% espionage (—1%)

13

9 Information Security - 3 Major Risk Components
®

Information Security is comprised of the People, Processes, & Technology
to provide an appropriate level of safeguards (internal controls) to ensure
the Confidentiality, Integrity, Availability (CIA) of data stored in databases
and unstructured data, information, networks, servers, applications, and
related dependent technology services relying on the IT infrastructure*®
and interfaces.

1. Confidentiality: The protection of sensitive or private information from
unauthorized access, use, or disclosure.

2. Integrity: Accuracy, completeness, and validity of information in
accordance with clinical/ business requirements, policies, and
expectations.

3. Availability: Ensuring that information systems and data are ready for use
when they are needed, and at the speed'they are needed.

*IT Infrastructure includes Information Services managed internally and
third party managed “cloud” resources, Internet of Things (loT), Bio-
Medical Equipment managed resources , and Physical Security Access
Controls.

14




Effective Security Requires “Defense-in-Depth”

By implementing multiple layers of controls, with each layer
designed to delay the attacker, it is possible to modify the
risk/reward calculation to the point where it is simply not a
wise investment of time by attacker to continue the effort.
Attackers can be inside and outside a network.

Four Major Security || Deterrent |
Categories
Governance Each Category | Preventive |
Perimeter Protection has 4 -
Inside the Network Protection Dimensions o |
Data Protection || Recovery/ Corrective |
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COBIT 5.0 Framework (from ISACA): Cybersecurity — Five Leading Frameworks

* Addresses the governance and management of enterprise IT.

* Defines the components to build a sustainable IT governance system. https://cobitonline.isaca.org/about

Center for Internet Security (CIS) Critical Security Controls (“SANS Top 20”)

* Provides a prioritized set of practices for stopping pervasive and dangerous cyber-attacks.

» Conveniently mapped to the NIST Cybersecurity Framework. https://www.cisecurity.org/controls/cis-controls-list/

National Institute of Standards & Technology (NIST) Cybersecurity Framework

* Framework for assessing and improving the organizational capability to prevent, detect, and respond to cyber-attacks.

* Organizes its "core" material into five functions, which are subdivided into 23 categories spanning 108 subcategories of
cybersecurity security controls.  https://www.nist.gov/cyberframework

HITRUST, created as an acronym for "Health Information Trust Alliance”

* A privately held company located in Frisco, Texas, United States that, in collaboration with healthcare, technology and
information security leaders, has established the HITRUST CSF, a comprehensive, prescriptive, and certifiable
framework.

* https://hitrustalliance.net/hitrust-csf/

ISO 27001 (International Standards Organization): https://www.iso.org/isoiec-27001-information-security.html

* Specification for an information security management system (ISMS). An ISMS is a framework of policies and procedures
that includes all legal, physical and technical controls involved in an organization's information risk management
processes. ISO 27001 is certifiable.



https://cobitonline.isaca.org/about
https://www.cisecurity.org/controls/cis-controls-list/
https://www.nist.gov/cyberframework
https://hitrustalliance.net/hitrust-csf/
https://www.iso.org/isoiec-27001-information-security.html

.
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Cybersecurity - NIST Security Framework

* Asset management

* Business Environment

* Governance

Risk Assessment

Risk management Strategy

* Recovery planning
* Improvements
¢ Communications

Access control

Response Planning Awareness training

Communications Data SeCl.mty )
Analysis + Information protection
Mitigations * Processes and Procedures
Improvements * Protective technology

* Anomalies and Events
* Security continuous monitoring
* Detection processes
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1.0 - IDENTIFY
1.1 - Asset Management

W Software platforms and the ar

® Organizational communication and data flows are mapped
W External information systems are catalogued
B Resources (e.g., hardware, devices, data, and software) are prioritized based on thei

1.0 IDENTIFY vy e eoorabiefoh e oo s gy

(e.g., suppliers, partners) are

1.2 - Institutional Integration / Alignment

The organization’s role in the supply chain is identified and communicated

The organization’s place in critical infrastructure and its industry sector is identified
and communicated

B Priorities for organizational mission, objectives, and activities are established and
communicated
Dependencies and critical functions for delivery of critical services are established

Resilience requirements to support delivery of critical services are established

" Asset Management

« Institutional | ntegration/AI ign ment Organizational information security policy is established

Information security roles & responsibilities are coordinated and aligned with
internal roles and external partners

. Secu rity Governa nce W |egaland reg y requi regarding ity, including privacy and
civil liberties obligations, are understood and managed
. Governance and risk proc dd ity risks
* Risk Assessment

are identified and

Threat and vulnerability information is received from information sharing forums
and sources

* Risk Management Strategy

Threats, both internal and external, are identified and documented
Potential business impacts and likelihoods are identified
W Threats, ilities, li and impacts are used to determine risk

W Risk responses are identified and prioritized

.5 - Risk Management Strategy

B Risk management processes are established, managed, and agreed to by
organizational stakeholders

W Organizational risk tolerance is determined and clearly expressed

W The organization’s determination of risk tolerance is informed by its role in critical
infrastructure and sector specific risk analysis

18



Phishing for
logons and
passwords

is the major

access
control risk

Cybersecurity

PROTECT

Identities and credentials are managed for authorized devices and users

B physical access to assets is managed and protected
Remote access is managed

W Access permissions are managed, incorporating the principles of least privilege and separation of duties
Network integrity is protected, incorporating network segregation where appropriate

.2 - Security Awareness and Training

All users are informed and trained

Privileged users understand roles & responsibilities

Third-party stakeholders (e.g., suppliers, customers, partners) understand roles & responsibilities

Senior i roles & ibiliti

N
m

Physical and information security personnel understand roles & responsibilities
.3 - Data Security

Data-at-restis protected

Data-in-transit s protected

Assets are formally managed throughout removal, transfers, and disposition
Adequate capacity to ensure availability is maintained

|

Two Factor
authentication for
critical systems is

best mitigation for

* Security Awareness and Training | Phishing risk

* Access Control

 Data Security
* Information Protection
* Maintenance

* Protective Technology

Pr inst data leaks are i

B |ntegrity checking mechanisms are used to verify software, firmware, and information integrity
B The development and testing environment(s) are separate from the production environment
.4 - Information Protection
Abaseline i ion of information i ial control systems is created and maintained
A System Development Life Cycle to manage systems is implemented
Configuration change control processes are in place
Backups of i ionare intai and tested
Policy and regulations regarding the physical operating environment for organizational assets are met
Data is destroyed according to policy
Protection processes are continuously improved
Effectiveness of protection technologies s shared with appropriate parties
Response plans (Incident Response and Business Continuity) and recovery plans (Incident Recovery and
Disaster Recovery) are in place and managed
W Response and recovery plans are tested
B Cybersecurityis included in human resources practices (e.g., deprovisioning, personnel screening)
B A vulnerability management plan is developed and implemented
.5 - Maintenance
Maintenance and repair of organizational assets is performed and logged in a timely manner, with approved
and controlled tools
Remote maintenance of organizational assets is approved, logged, and performed in a manner that prevents
unauthorized access
.6 - Protective Technology
B Audit/log records are i and reviewed in accordance with policy
B Removable media is protected and its use restricted according to policy
Access to systems and assets is controlled, incorporating the principle of least functionality

¥ _Communications and control networks are protected

|

|

|
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Cy b e rS e C u r i ty 3.1 - Anomalies and Events

A baseline of network operations and expected data flows for users and systems is
established and managed

lo Anoma | ies a nd EVentS Monitoring for unauthorized personnel, connections, devices, and software is

performed

o Security Continuous Monitoring Vulnerability scans are performed

n Processes

Detec

* Detection Processes

" Detected events are analyzed to understand attack targets and methods
]
Event data are aggregated and correlated from multiple sources and sensors

Impact of events is determined

™ Incident alert thresholds are established

The network is monitored to detect potential cybersecurity events
The physical environment is monitored to detect potential cybersecurity events

Personnel activity is monitored to detect potential cybersecurity events
Malicious code is detected

Unauthorized mobile code is detected

External service provider activity is monitored to detect potential cybersecurity events

Roles and responsibilities for detection are well defined to ensure accountability

Detection activities comply with all applicable requirements
Detection processes are tested
Event detection information is communicated to appropriate parties

Detection processes are continuously improved

20
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Cybersecurity

Yy .
* Response Planning
* Communications
* Analysis
* Mitigation

* Timely Response Improvements

Responding to a Ransomware Attack

v Advance planning on whether your organization would pay
ransomware and who is the decision maker ?

v" Frequent backups of data files and software

v" Table top exercises for analyzing and responding to a simulated
ransomware attack

Cybersecurity

4.0 - RESPOND

4.1 - Response Planning

. Response plan is executed during or after an event

4.2 - Communications

¥ personnel know their roles and order of operations when a response is needed
Events are reported consistent with established criteria

¥ Information is shared consistent with response plans

¥ Coordination with stakeholders occurs consistent with response plans

¥ Voluntary information sharing occurs with external stakeholders to achieve
broader cybersecurity situational awareness

4.3 - Analysis
Notifications from detection systems are investigated
" The impact of the incident is understood

¥ Forensics are performed

" Incidents are categorized consistent with response plans
™ Incidents are contained
¥ Incidents are mitigated
. Newly identified vulnerabilities are mitigated or documented as accepted risks
Response plans incorporate lessons learned

Response strategies are updated

21

5.0 - RECOVER

5.1 - Recovery Planning

5.0 RECOVER

* Recovery Planning
* Recovery Improvements .

¢ Recovery Communications

Recovery plan is executed during or after an event
5.2 - Recovery Improvements
| |
Recovery plans incorporate lessons learned
Recovery strategies are updated
5.3 - Recovery Communications
-
Public relations are managed

Reputation after an event is repaired

Recovery activities are communicated to internal stakeholders
and executive and management teams

22
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IV. Healthcare Internet of Things (H-10T),
including Biomedical Devices

Healthcare loT (HloT) Patient Privacy &
Examples Safety Compliance Security
'Y

N " & &
* Medical Devices

* Laboratory Equipment <Al
\J

l_ ||
* Research Equipment Ier m "

* Enterprise Access Controls E E]

* Operational Technology

* Temperature Monitors for v v

Freezers & Refrigerators fo) :
perational Busi
usiness &

* Facilities Equipment Continuity Financial

Healthcare Internet of Things (IoT) & Medical Device Challenges
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Biomedical Devices

Diagnostic equipment

includes medical imaging machines, used to
aid in diagnosis. Examples are ultrasound and
MRI machines, PET and CT scanners, and x-ray
machines.

Treatment equipment includes infusion
pumps, medical lasers and LASIK surgical
machines.

Infusion Pumps are an example of pervasive
biomedical devices located throughout a hospital.
They contain dispensing measures, patient
information and are often connected to
monitoring systems by the wireless network.

Infusion
Pump

24
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Biomedical Devices — Categorized by FDA into 3 Classes

FDA Risk % of
Device Level Examples Medical
Class Devices

Low to | Toothbrush, oxygen mask
Class | . s ’ 47%
none elastic bandage, stethoscope
. IV pump, ultrasound
Potentiall . . .
Class Il Y orthopedic device, spine 43%
more risk |.
implant
Potential
for Cardiac pacemaker, stent
Class llI . - ’ 0
adverse |implantable defibrillator 10%
outcome \

Biomedical Devices — Example Risk Areas

Risk Area #1: Maintaining Accurate

Biomedical Device Tracking Inventory -
Failure of a Class Il or Class Ill device
could have a serious adverse patient

safety consequence:

Some are implanted in the body for
more than 1 vyear, or are life-
sustaining or life-supporting. For
example, a ventilator used in the
person's home or a replacement
heart valve is required to be a
tracked device.

It is for the clinician, provider
and/or manufacturer to know the
location of the device so that if a
problem needs to be corrected
quickly, notification can be made
to the end user quickly.

Risk Area #2: Accurate Preventative

Maintenance Records and Scheduling —

= Accurate maintenance records in
terms of requirements, scheduling,
and documenting completion of tasks
is critical.

Risk Area #3: Recalibration of

Instruments

= Certain biomedical devices must be
routinely recalibrated to ensure their
accuracy in carrying out intended
functions.

Risk Area #5: Wireless network
security and stability

Many types of biomedical
devices communicate to EHR’s
and/ or monitoring stations
and are dependent upon a
stable and secure wireless
network.

Risk Area #4: Software Updates and

Patching

= Just like other IT devices many
biomedical devices require software
updates and patching per vendor and
FDA requirements

Risk Area #6: Privacy Risks
When Disposing of Biomedical
Devices:

Many biomedical devices
store patient health
information which requires
appropriate “electronic
wiping” before disposal.

26
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Biomedical Engineering
Department Role and
Responsibilities

Biomedical engineering applications can be
seen in the development of biocompatible
prostheses, a variety of diagnostic and
therapeutic medical devices (these devices
can range from clinical equipment to micro-
implantsg), MRIs, EKGs, ECGs, pharmaceutical
drugs, and therapeutic biologicals.

Also included under the umbrella of
biomedical engineer is the keeping of current
medical equipment in hospitals within current
industry standards. This may include periodic
testing, maintenance, calibrations, new
equipment recommendations and
acquisitions, and even equipment disposal.

27

Biomedical Devices

= The Center for Devices and Radiological Health of the U.S. Food and Drug
Administration (FDA) defines a medical device as “an instrument, apparatus,
implement, machine, contrivance, implant, in vitro reagent, or other similar
article that is ... intended for use in the diagnosis of disease or other
conditions.

= Diagnostic equipment includes medical imaging machines, used to aid in
diagnosis. Examples are ultrasound and MRI machines, PET and CT scanners,
and x-ray machines. Treatment equipment includes infusion pumps, medical
lasers and LASIK surgical machines.

Many biomedical devices are IT devices that collect patient monitoring data
and send over the wireless network to nurses’ central stations and/or to
Electronic Health Record.

28
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V. IT Governance
IT Governance Examples in Healthcare

= Board of Trustees Cybersecurity Committee
= Executive IT Steering Committee **

= [T Risk Committee **

= Revenue Cycle Steering Committee

= Billing Compliance Oversight Committee **
= Information Security Committee **

» Privacy & Data Protection Committee **

= [T Systems Implementation Project Steering Committees **

= Biomedical Device & Bioengineering Oversight Committee **
= Compliance Department Activities

= Internal Audit Department Activities

ok Coordination of activities of IT Audit, IT Security, Privacy, and Billing Compliance is

critical as representation from these functions are part of many key governance committees
and workgroups and have overlapping roles. 29

IT Governance Guidance and Resources

IT Governance refers to the “leadership, organizational structures and processes to
ensure that the organization's IT sustains and extends the organization's strategies
and objectives.”

IT Governance Institute® (ITGI)
http://www.isaca.org/About-ISACA/IT-Governance-Institute/Pages/default.aspx

The ITGI strives to assist enterprise leaders in their responsibility to make IT
successful in supporting the enterprise’s mission and goals. Its goals are to raise
awareness and understanding among and provide guidance and tools to boards of
directors, executive management and chief information officers (CIOs) so they are
able to ensure that IT meets and exceeds expectations, and its risks are mitigated.

COBIT stands for Control Objectives for Information and Related Technology. It is
a framework created by the ISACA (Information Systems Audit and Control
Association) for IT governance and management.
https://cobitonline.isaca.org/about

30
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http://www.isaca.org/About-ISACA/IT-Governance-Institute/Pages/default.aspx
https://cobitonline.isaca.org/about

COBIT - Control Objectives for Information and Related Technology

COBIT 4.1

BUSINESS AND GOVERNANCE INTERNAL CONTROL OBJECTIVES

ME1 Monitor and evaluate IT performance

ME2 Monitor and evaluate internal control.

ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity.
DS4 Ensure continuous service.

DS5 Ensure systems security.

DS6 Identify and allocate costs.

DS7 Educate and train users.

DS8 Manage service desk and incidents.
DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations.

COoOBIT

Effectiveness
Compliance .

AND

FRAMEWORK

DELIVER

SUPPORT

RN

Integrity .'-‘
Availability
Confidentiali

PLAN
AND
ORGANISE

Applications
Information

ACQUIRE
AND
IMPLEMENT

D CXTTORPTLY

POL1 Define a strategic IT plan.

PO2 Define the information architecture.

PO3 Determine technological direction.

PO4 Define the IT processes, organization and
relationships.

PO5 Manage the IT investment.

PO6 Communicate management aims and direction.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

PO10 Manage projects.

Al1 Identify automated solutions.
Al2 Acquire and maintain application software.

AIl3 Acquire and maintain technology infrastructure.

Al4 Enable operation and use.

AIS5 Procure IT resources.

Al6 Manage changes.

AI7 Install and accredit solutions and changes.

Red ID Areas are critical for both IT auditors and IT Security to understand as risk and audit areas 3

Summary Comments and Q&A

Contact information
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glen.mueller@cornell.edu
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