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Core Care
Settings

Detailed below is a graphical representation of the top level risks within the UCHealth risk universe
The risk universe is utilized during the risk assessment process and is provided as a tool to to facilitate i and of risks impacting UCHealth.
By utilizing the risk universe, UCHealth is providing a framework to facilitate the consistent categorizing, aggregating and reporting of risks across the enterprise.
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Acute Care Hospitals
Overview

Acute care is where a patient receives active but short-term treatment as
an inpatient for a severe injury or episode of illness, an urgent medical
condition, or during recovery from surgery. An acute setting is a medical
facility in which patients remain under constant care, generally a hospital.

Hospitals often include maternity services, intensive care, surgical
departments, ancillary departments (Lab, radiology, pharmacy) and other
clinical care activities. Ancillary services are generally provided to help
diagnose or treat medical conditions.

However, hospitals may also include outpatient clinics which are clinically
integrated into the hospital and provide outpatient services such as
emergency or observation services, same day surgery, outpatient lab, and
preventative and screening services.

Acute Care Hospitals Select Risk Areas

HIPAA Privacy

IT — network, devices

Accreditation / Conditions of Participation
Patient safety / Infections

Regulatory — Stark, EMTALA



“The HIPAA Privacy Rule establishes national standards to
protect individuals’ medical records and other personal
health information and applies to health plans, healthcare
clearinghouses, and those healthcare providers that
conduct certain healthcare transactions electronically. The
Rule requires appropriate safeguards to protect the
privacy of personal health information, and sets limits and
conditions on the uses and disclosures that may be made
of such information without patient authorization. The
AC u te Ca re - Rule also gives patients rights over their health

HIPAA Pri information, including rights to examine and obtain a copy
rva Cy of their health records and to request corrections”

US Department of Health and Human Services

Office of Civil Rights (OCR) is the entity responsible
for enforcement and oversight

The rule sets the standards for what is allowable uses
and disclosures of PHI

PHI is broadly any part of a medical record or
payment information in ANY form and includes 18
personal identifiers such as telephone, email, license
plate that when linked to health info become PHI

Allowable uses of PHI includes treatment, payment
and operations (TPO)

Acute Care -
H | PAA Pr|Va Cy ?élstggrrcl[z]atlon includes marketing, fundraising and

In all cases we must use/disclose only the minimum
necessary to achieve required purpose

Allowable uses of PHI with prior patient

Privacy Rule also covers patients’ access to their
medical information in that we must provide it within
30 days of receiving a request




Acute Care -

HIPAA Privacy

Acute Care —IT

Network,
Devices

Potential Audit Topics
System User Access Reviews
Privacy Program Effectiveness
Monitoring processes
Policy existence, sufficiency, training

Business Associate Agreement (BAA) process —
maintenance, existence, compliance

=Determine if your IT department ascribes to a framework
such as NIST or COBIT as all of these frameworks can be the
basis for your reviews

= Inquire about external reviews — obtain and review those
results, inquire about corrective action

Potential Audit Topics

= Bring Your Own Device Policy — is the policy clear, how is the
access of these devices monitored, how is the policy enforced

= Device Management — Inventory and maintenance processes

= Patching — review the process for identifying, acquiring,
assessing and implementing patches — key to consider is the
inventory process i.e. do we know the location/existence of
devices with software that may require patches

= Security — security program effectiveness, how are risks
determined, how are vulnerabilities addressed

= Disaster Recovery — determine the existence and effectiveness
of the current IT disaster recovery plan and evaluate IT function’s
preparedness in the event of disruption



Acute Care —
Accreditation

Acute Care —
Accreditation

Accreditation is a self and external assessment process to
assess performance against established standards and to
engage in improvement activities.

The most common one in the US is The Joint Commission.
According to the Joint Commission website they accredit
over 4,000 hospitals and 81% of US hospitals are accredited
by them.

The Joint Commission accreditation process is made up of
announced and unannounced surveys with most surveys
being unannounced or with short notice.

Potential Audit Topics
= Preparedness/maintenance — is accountability clear, what
processes are in place for correcting and sustaining corrections,
what monitoring is place, perform portions of the survey tool,
review prior survey results, check for corrective action and
whether it has been sustained

= Conditions of Participation — review for compliance with select
portions

https://www.jointcommission.org/-/media/tjc/documents/accred-
and-cert/survey-process-and-survey-activity-guide/2020-all-
programs-organization-sag.pdf



https://www.jointcommission.org/-/media/tjc/documents/accred-and-cert/survey-process-and-survey-activity-guide/2020-all-programs-organization-sag.pdf

Acute Care — Patient
Safety

Potential Audit Topics
= Patient safety events

= Review the adequacy of the policy and process for notifying leadership,
investigation (often called root cause analysis) and corrective action for sentinel
and adverse events

= Review Corrective action plan elements including cause/contributory factors,
responsibility for implementation, timelines, evaluation of effectiveness and
approach to ensure sustainability

= Are no-harm, close calls and hazardous conditions tracked and analyzed to
determine action needed to prevent future harm

= |s there a culture supporting reporting of safety events — consider a survey to
address this

= |s a system used for tracking then consider a user access review and/or review of
the accuracy and availability of data

Acute Care — Patient
Safety (cont’d.)

Potential Audit Topics
No one should be harmed = |nfection Control — program adequacy including policies,

H - d ,t ..
while seeking care. procedures, training
#PatientSafety

= Sterile Processing/Disinfection — adequate policies and
procedures, use of protective gear, tracking, monitoring, storing,
transporting, testing




Acute Care -
Stark

Acute Care —
Stark (cont’d.)

Intended to prevent physicians’ referral decisions from being clouded by financial
motives.

Basic Rule - If a physician (or immediate family member) has any financial
relationship, direct or indirect, with an entity (e.g., a hospital) that furnishes
designated health services (DHS) then the physician may not refer Medicare
patients to that entity for those services (and the hospital is prohibited from
billing Medicare for DHS provided to patients referred by that physician) unless a
Stark exception applies.

Exception - To make a monetary payment of any kind for physician services (e.g.,
medical director, contracted services), whether the payment is to the physician,
physician’s immediate family member, or a physician group you must meet all of
the following requirements
= Written agreement - signed by both/all parties, BEFORE any services are
provided, specific services to be provided, duration of services (not less than
a year) and specific, set-in-advance compensation to be paid for the services

Fair market value (FMV) - the compensation must be confirmed to be within
FMV and must NOT take into consideration any potential volume or value of
referrals.

Commercially reasonable - Services and compensation must be commercially
reasonable, which means regardless of any potential referrals, the services
are needed for a legitimate business purpose, and it makes business sense to
pay for the services.

The same concepts apply to leases for space and equipment;
a signed agreement, FMV and commercially reasonable.

Another exception within Stark is the giving of non-monetary
items of value (swag, meals, entertainment, CME credits) to
physicians, immediate family members of physicians, or
physician groups. Under Stark you may only do this if:

= Physician did not ask for the item,

= Gifts are not based on referrals, and

= Total annual value a hospital gives does not exceed the
annual limit (CY 20 = $423).



Acute Care —

Stark (cont’d.)

Acute Care —
EMTALA

Potential Audit Topics

= Lease Inventory — Identify all real estate / equipment leases
and determine if these is a valid agreement in place i.e. signed,
FMV, commercially reasonable

= Service Contract Inventory — Identify all payments to physicians
and determine if there is a valid agreement in place

= Contract compliance — Select a sample of leases/ contracts to
determine if they are accurate and complied with. Is the space
occupied reflective of the lease? Are the services provided in
accordance with the contract and evidenced i.e., time and effort
reporting.

= Non-monetary Compensation — Are the items provided being
tracked by physician, by hospital? Are they in accordance with
the annual limit?

“...imposes specific obligations on Medicare-participating
hospitals that offer emergency services to provide a medical
screening examination (MSE) when a request is made for
examination or treatment for an emergency medical condition
(EMC), including active labor, regardless of an individual's ability
to pay. Hospitals are then required to provide stabilizing
treatment for patients with EMCs. If a hospital is unable to
stabilize a patient within its capability, or if the patient requests,
an appropriate transfer should be implemented.”

www.ACEP.org




Potential Audit Topics

= Medical Screening — Review documentation showing provision
of Medical Screening Exams to determine if an emergency
medical condition exists; examination must be specifically
determined to be a "qualified medical person" by the hospital
bylaws (the hospital must make the designation in its bylaws or
rules and regulations); if a emergency medical condition existed
was stabilizing treatment provided

Transfers - Patient treated and stabilized; is treatment needed at

ACUte Ca re — the receiving facility; medical risks are outweighed by the
medical benefits of the transfer (these determinations must be
E MTA I_A certified in writing by a physician); receiving hospital contacted
, and agrees to accept the transfer; medical records accompany
(CO nt d ) the patient; transfer is done by qualified personnel and

transportation equipment (could include the use of necessary
and medically appropriate life support measures during the
transfer).

Signage - Is there conspicuous signage which notifies patients
and visitors of the right to be examined and to receive treatment
and is it the required format.

Post-acute care (PAC) includes rehabilitation or palliative
services that patients receive after, or in some cases instead of, a
stay in an acute care hospital. Depending on the intensity of care
the patient requires, treatment may include a stay in a facility,
ongoing outpatient therapy, or care provided at home.

PAC facilities include long-term care hospitals, inpatient rehab

POSt Acute Ca re facilities, behavioral health, home care, skilled nursing facilities,
Overview

assisted living, and hospice care.

Patients who no longer need inpatient hospital care for an acute
issue are often discharged to a post acute care setting to ensure
they receive appropriate transitional attention while they
recover. Transitional care in these settings may include dressing
changes, medication management, oxygen administration,
physical therapy, restorative therapy, pain management,
monitoring, and more.




Select PAC
Settings
Overview

Select PAC
Settings
Overview
(cont’d.)

Skilled Nursing - Nursing home care often provides
permanent custodial assistance, whereas skilled nursing is
more often temporary, to solve a specific medical need or to
allow recovery outside a hospital. Short stays (up to 100
days) in skilled nursing are generally covered for Medicare
beneficiaries. Skilled nursing, nursing home, assisted living,
hospice and other types of post acute care can be provided
in the same facility.

Home Health - Home health care provides clinical services,
whereas home care provides non-clinical help with daily
living. Home health care includes skilled nursing care, as well
as other skilled care services, like physical and occupational
therapy, speech/language therapy, and medical social
services. These services are given by a variety of

skilled health care professionals at home and are generally
covered by Medicare.

Hospice - Care to support people in the final phase of a
terminal illness (have less than 6 months life expectancy) and
focuses on pain management and attending to their
emotional and spiritual needs rather than a cure. The care is
generally home based but can be provided in a facility such
as a nursing home or hospital. This care is generally covered
for Medicare beneficiaries.

Behavioral Health - Behavioral health treatments are ways of
helping people with mental illnesses or substance use
disorders and can include counseling, specialized
psychotherapies and medications that seek to change
behaviors, thoughts, emotions, and how people see and
understand situations. This type of care can be provided in
many settings including outpatient, general hospital, or a
specialty psychiatric hospitals This care is generally covered
for Medicare beneficiaries.
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Post Acute Care

Select Risks

Similar to acute care with some additional areas of risk for
specific PAC settings.

Skilled Nursing

= Patient Safety
o Employee oversight/background checks
o Sanitation
Home Health
= Mileage / travel expense fraud
= Employee Safety
= HIPAA Privacy and Security
Hospice
= Certification
= Volunteers
Behavioral Health
= Environment of Care
= Drug Diversion

Post Acute Care - Skilled
Nursing

Potential Audit Topics

= Patient Safety — Review of staff training, monitoring, tracking
and corrective action processes

= Employee oversight/background checks — Review of processes
to perform background checks and take appropriate action.

= Sanitation — Review for proper sanitation processes. Could
include a physical observation, review of documentation
showing completion of tasks.

www.Nursinghomehelp.org

12



Potential Audit Topics

= Mileage / travel expense fraud — Review of the tracking,
monitoring and accuracy of reimbursement for mileage and
other allowable expenses

= Employee Safety — Review of the process for assessing
dangers present in a patient’s home and what steps are
taken to protect employees and/or when events occur how

= Home Health are reports addressed.

www.iahss.org  www.osha.gov

Post Acute Care

Potential Audit Topics
= HIPAA Privacy and Security — Review of method for transfer of
data/PHI if it occurs from a patient’s home or another unsecured
network e.g., is it encrypted, does it auto time out, privacy
screen. Do providers use their personal devices and if so are

POSt ACUte Ca re they properly protected. Are devices secured properly to
prevent theft when unattended/after working hours. Does the
- H ome H €ead |th training of home health providers address how to protect PHI
Y from family/friends who are present in the home.
(cont’d.) Y P
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http://www.iahss.org/
http://www.osha.gov/

Potential Audit Topics

= Certification - Medicare provides care for two 90-day periods in
hospice, followed by an unlimited number of 60-day periods. At
the start of each period of care, a doctor must re-certify that the
patient has six months or less to live. They must explain their
clinical findings and attest that their findings were based on
their examination of the beneficiary or review of the medical
records.

= Volunteers - Hospices that participate with Medicare
are required to utilize volunteers alongside their paid clinical

POSt ACUte Ca re and administrative staff. Volunteers must provide day to day
_ H 0S ice administrative and/or direct patient care services in an amount
p that, at a minimum, equals 5% of the total patient care hours of

all paid hospice employees and contract staff. This use of
volunteers also means there are other requirements such as
training, background checks, and the use of volunteers must be
included in the plan of care.
https://www.cms.gov/Regulations-and-
Guidance/Guidance/Manuals/downloads/som107ap _m hospice.

pdf

Potential Audit Topic

= Environment of care
= Review for the existence of policies/procedures and
compliance
o Screening patients and visitors for hazardous items
o Inspecting rooms
Post AC ute Ca re o  Use of restraints/seclusion
= QObserve the physical environment for appropriateness e.g.
unobstructed views, security equipment/surveillance, don’t
provide “hiding places”

- Behavioral
Health

= Controlled substances — review for inventory controls,
wasting controls, access/storage

www.Medpro.com
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https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/downloads/som107ap_m_hospice.pdf

Physician Practice Overview

There are two basic models; employed and independent

=  Employed
= Hospitals may purchase and manage an existing physician practice or may directly
hire physicians to start a new practice or work in an existing practice

= Independent
= Not employed by hospitals
= (Can be a solo practice or a group practice
= Group practices can be structured like small corporations with partner/owners
and/or employed physicians

= While not employed by hospitals they are likely privileged to perform services at
one or more hospitals

= Miscellaneous practice models
= Independent contractors
= Locum Tenens —temporary position filling in for physicians on leave

Physician Practices

Potential Audit Topics

= Privacy/cyber security - Review for use of privacy filters, auto shutdown, locking before leaving
processes. Co-worker access to medical records.

= Coding/Billing — Review for sufficient documentation and accurate E&M code assignment.
= Cash Controls — Review for proper security of cash, segregation of duties, reconciliations

= Drug diversion/controlled substances — Review for proper segregation of duties in
ordering/stocking/reconciliations; proper storage/security/access, DEA reporting
requirements, prescription pad storage/security/access, reconciliation, wasting and disposal of
expired drugs.

https://ahia.org/assets/Uploads/pdfUpload/WhitePapers/ControlledSubstances-
IdentifyingRisksAndInternalAuditFocusAreasWhitePaper09172014-.pdf
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Other Care
Settings

Urgent care is a category of walk-in clinic focused on the delivery
of ambulatory care in a dedicated medical facility outside of a
traditional emergency department (emergency room). Urgent
care centers primarily treat injuries or illnesses requiring prompt
attention, but not serious enough to require an emergency
department visit. Urgent care centers are distinguished from
similar ambulatory healthcare centers such as emergency
departments and convenient care clinics by their scope of
conditions treated and available facilities on-site.

U ge ﬂt Ca e The Urgent Care Association of America provides (but not limited
. to)the following criteria:
Overview

Walk in services

7 days a week

Licensed Physician on site

Diagnostic equipment on site e.g., x-ray, phlebotomy

Multiple exam rooms




Similar to physician practice risks with some additional areas of
risk

Patient Triage/Screening — should they be at ED vs Urgent —
then appropriate transfer procedures

U rge nt Ca re Competitive environment

Select Risks

The Journal of Urgent Care Medicine www.jucm.com

Freestanding Emergency Center
Overview

A freestanding emergency center is a health care facility that
provides emergency care, but is completely separate from an
acute-care hospital. Both freestanding emergency centers and
hospital-based emergency rooms treat the same kinds of
D D D L4 emergency conditions. Both are required to operate 24 hours a
Y day, to always have licensed physicians on site, and to provide
| = all patients with a medical screening regardless of their ability
to pay i.e., are subject to EMTALA requirements.
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Similar to physician practice and urgent care risks some
additional areas of risk

= Physical Security

Freestanding

= Proper notification to patients, i.e. you are in a emergency
room

Emergency
Center Risks

Ambulatory surgery centers (ASC), also known as outpatient
surgery centers, same day surgery centers, or surgicenters, are
health care facilities where surgical procedures not requiring an
overnight hospital stay are performed. Such surgery is commonly
less complicated than that requiring hospitalization.

Ambulatory
S u rge r.y Ce ﬂte r ASCs often compete directly with hospital outpatient surgery

centers and are generally a lower cost alternative as the don’t
Ove I'VI ew carry the overhead of a hospital outpatient department.

According to CMS an ASC is a distinct entity that operates
exclusively to furnish outpatient surgical services to patients who
need no hospitalization and for whom the expected duration of
services is less than 24 hours following admission.

18



ASC Risks

= Patient Safety - clinical errors,
sentinel events — transfer to
hospital procedures

Virtual Healthcare Overview

Telehealth is the remote delivery of clinical health care, such as doctor visits or
chronic condition management, through use of digital information and
communication technologies. Virtual healthcare is a component of telehealth.
Virtual healthcare refers to the “virtual visits” that take place between patients
and clinicians via communications technology that allows “virtual” meetings to
occur in real time, from virtually any location.
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Virtual Healthcare Risks

= Equipment maintenance/malfunction
= Licensure - practicing across State lines

= Non coverage of services — billing and coding

www.telehealthresourcecenter.org

https://healthsectorcouncil.org/wp-content/uploads/2018/08/AHIMA-Telemedicine-Toolkit.pdf

https://www.cchpca.org/telehealth-policy/current-state-laws-and-reimbursement-
policies?jurisdiction=35&category=All&topic=All

Q&A time
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http://www.telehealthresourcecenter.org/
https://healthsectorcouncil.org/wp-content/uploads/2018/08/AHIMA-Telemedicine-Toolkit.pdf
https://www.cchpca.org/telehealth-policy/current-state-laws-and-reimbursement-policies?jurisdiction=35&category=All&topic=All

Speaker Contact Info

Mary Jane Schroeder
484-337-1801
Schroederm@mlhs.org

Thank yow!
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