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Learning Objectives for 
Today’s Webinar

Overview of the CHIAP Body of Knowledge (BOK):
Operational and Financial Section

General Exam Preparation Considerations

Walkthrough high level concepts, risk and control 
considerations for each sub-section of the 

Operational / Financial BOK
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CHIAP Body of Knowledge: 
Operational / Financial
This Exam Section Covers 12 Key areas:

 General Exam Prep

 Human Resources

 Payroll

 Procurement

 Materials Management

 Contract / Vendor 

Management
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 Joint Ventures

 Finance / Accounting

 Cash Management

 Foundations

 Business Continuity

 Research

Mental and Physical Preparedness for certification exams can be as key to success 
as knowing the material.  Seven steps to success:

1. First and foremost: Believe You Can!

2. Study daily & distraction free – turn off your phone when you study!

3. Identify your weak areas and focus your study time accordingly

4. Know the exam location / parking challenges before exam day

5. Avoid personal / professional conflicts before / on exam day

6. The night before the exam:
 Try to get ample sleep: can’t sleep, don’t worry just try to let your body rest.

 No problem relaxing with a drink, but moderate. Being hungover will not help.

 Avoid heavy studying or limit it to only a few specific challenges or reminders.

 Plan a positive environment for yourself on exam day. Extra time / Don’t over-caffeinate 

7. Exam: Read each word in the questions
 Try to answer the before looking at the choices given

 Read all answers before choosing: some answers may be accurate but not complete

4

General Exam Preparation
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HUMAN RESOURCES (HR)
Hospitals are 24 HR, 365 DAY Operations

Unique employee types:

 Physicians, Physician Assistants, Nurse Practitioners 

 Nurses (professionals often in labor unions)

 Various technical employees: coders, lab, etc. (some unionized)

 Volunteers

Impact on system access: proper identification, timely 
termination notification, etc.
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HUMAN RESOURCES (HR)
Human Resources Risks:

 Difficulty recruiting qualified employees

 Employees versus Independent Contractors

 Pay equity challenges

 Various labor compliance matters:
 citizenship validation (I-9) www.uscis.gov/i-9, 

 discrimination (Civil Rights) www2.ed.gov/policy/landing.jhtml?src=pn,

 employee protections (EEO, Civil Rights, etc.) www.eeoc.gov, 

 Family Medical Leave Act (FMLA) 
https://www.dol.gov/general/topic/benefits-leave/fmla,

 sexual assault (Civil Rights / Title IX), etc. 
www2.ed.gov/about/offices/list/ocr/docs/tix_dis.html

 Credentialing & Medicare/Medicaid Exclusion  exclusions.oig.hhs.gov
(not typically HR but critical physician hiring processes)

 Productivity
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HUMAN RESOURCES (HR)
Human Resources Controls:

 Compensation structure

 Position management

 Current Policies, Procedures and Guidance

 Duty Segregation

 Compliance accountability / monitoring

 IT Access controls

 Performance management structure
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PAYROLL
The Healthcare Industry Offers Most Payroll Challenges:

 24 Hour Operation: Differential, Shift, Overtime, Alternate Work 
Schedules, Holiday Pay, On Call, Remote

 Executive Payroll and Benefits

 Nurses: Professionals Paid Hourly

 Physician / Faculty Compensation

 Exempt versus Non-Exempt

 Manual Time Tracking and Automated Time

 Manual Paychecks and Direct Deposit
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PAYROLL - Continued
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 Payroll Deductions: Benefits, Investment Contributions, 
Payroll Taxes, Workers Compensation, Garnishments

 Health Benefits: Medical, Dental, Vision, etc.

 Leave Benefits: PTO, Sick Time, etc., Leave Accruals

 Investment Benefits: Pension, 403B Match

 Taxes: Fed, Medicare, FICA, State, Local, Unemployment

 Workers Compensation Insurance Contributions

 Union Impact: Nurses, Technicians, Housekeeping, etc.

PAYROLL - Continued
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As such, payroll risks abound:

 Contractual limitations

 Wage theft / time falsification / processing errors

 Lack of structured approval processes:
 Off-cycle payroll runs
 Time worked / Unearned overtime

 Compensation changes
 Benefit changes

 Leave Abuse (hourly employees vs salaried employees)

 Ghost Employees

 Compliance Lapses / Systemic Errors

 Unauthorized System Access / Data Compromise



12/15/2020

6

PAYROLL - Continued
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Some Key Payroll Controls:

 Duty Segregation: HR vs Payroll Functions
 HR: Employee verification and set-up, comp updates, terms

 Payroll: Process pay relative to HR and department time records

 System Access should match employee roles

 Formal approvals 

 HR and Payroll System edits

 Contractual review and approval

 Account verification

 Positive Pay

PROCUREMENT
 Focus on purchase of needed goods & services

 Lots of unique purchasing activity: 
 Consulting

 Imaging: e.g., radioisotopes with shelf-life limitations

 Medical devices / equipment

 Medications / Pharmacy

 Medical Supplies

 Bid management, RFP and contract execution

 Centralized versus decentralized procurement: 
Imaging, IT, Pharmacy, Research

 Group Purchasing Organizations
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PROCUREMENT
Procurement Risks:

 Purchase authorization

 Purchase Order (PO) accuracy and completeness

 Bid rigging

 Kickbacks

 Insufficient medical supplies

 Quantity / Pricing Errors

 Payment for goods / services not received
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PROCUREMENT
Procurement Controls:

 Budget controls

 Proper Authorizations

 Strategic business alliances with suppliers

 Proper receipting / three-way match

 Purchase Orders and Contracts

 Vendor management / Authorized vendor inventory

 Materials Management Interface
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MATERIALS MANAGEMENT
 Focus on maintaining & distributing goods/materials both 

where and when needed

 The patient support supply chain is critical: can’t heal / 
save people with insufficient or inappropriate materials

 System-wide, on-site and just-in-time inventory 
considerations

 Optimum Inventory Levels: Par Levels and “Carts”

 Waste management – Environmental Compliance
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MATERIALS MANAGEMENT
Materials Management Risks:

 Theft

 Insufficient Supply: 
 Mismanagement / untimely distribution processes

 Errors in purchase / shipped / received

 Critical supplier shortages (Rx, etc.)

 Not managing drug / supply expirations

 Proper quantity identification 

 Proper pricing

 Quality control / inspection
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MATERIALS MANAGEMENT
Materials Management Controls:

 Policy, procedure and house-wide process focus

 Inventory management:
 cycle counts 

 par levels

 total cost focus

 Supplier agreements / back-up suppliers

 Strategic cost management: 
linking medical / clinical staff with 
materials management planning & process
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CONTRACT / VENDOR MGMT
A lot of contracts in healthcare

Key Risks:

 Contracted services are typically not well-monitored

 Bid issues / Kickbacks

 Owner / Vendor non-compliance

Key Controls:

 Contract review

 Bid controls

 Accountability for contract monitoring
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JOINT VENTURES
Probably not many health systems without some type of 
joint venture

Key Risks:

 Contract language: ability to manage / monitor

 Compliance Considerations

Key Controls:

 Contract review

 Due diligence
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FINANCE / ACCOUNTING
Accounting maintains the financial history / reports on 
financial position of the entity

Finance focuses on financial analysis and the future 
financial success of the entity

Treasury

Budget Management

General Ledger

Forecasting

Accounts Receivable 
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FINANCE / ACCOUNTING
Finance / Accounting Key Risks:

 Data integrity: errors and omissions

 High days in A/R

 Credit risk: with suppliers

 Credit risk: accounts receivable (AR)

 Management Override / Fraud / Misappropriation

 Market Risks / Competition / Ineffective Business Model

 Poor budget management

 Third party data protection (e.g., BlackBaud Data Compromise)
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FINANCE / ACCOUNTING
Finance / Accounting Key Controls:

 Data validation:

 Contract management (Medicare, Medicaid, Insurer)

 Focused data integrity functions

 Revenue management

 System edit controls

 Seasonal / trend management

 Accounts receivable management

 Bond rating management
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CASH MANAGEMENT
Hospitals are employee intensive organizations = huge payrolls

Decentralized and accountability as cash is often collected in 
many places under the authority of many: central, clinics, etc. 

Cash Management Risks:

 Misappropriation / theft

 Insufficient cash to cover current expenses

 Cardholder data protection

 Poor controls over cash in clinic settings
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CASH MANAGEMENT
Cash Management Controls:

 Duty Segregation

 Effective central and decentralized cash oversight

 Policies and Procedures, and monitoring for compliance

 Timely deposit, Reconciliation

 Physical security
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FOUNDATIONS
Fundraising has been and is key to healthcare missions

The healthcare community relationship is key to successful 
fundraising

Foundation Risks:

 HIPAA Privacy – patient privacy and donor identification
www.hhs.gov/hipaa/for-professionals/security/laws-
regulations/index.html

 Poor management / Misappropriation / Theft

 Reputation

 Donor recognition & Tax letters
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FOUNDATIONS
Foundation Controls:

 Policies and Procedures

 Conflict of interest management

 Duty Segregation

 Cash Management

 Reputational awareness
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BUSINESS CONTINUITY
Emergency Management vs Business Continuity / Resiliency

Community Impact: Hospitals are more than just a business

Emergency management includes planning and infrastructure 
design to address community medical emergencies (9/11/01)

Business continuity / resiliency deals with how well the 
organization can recover from a disaster (Joplin tornado)
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BUSINESS CONTINUITY
Key Risks:

 Leadership buy-in and resources

 Once designed / planned:
maintaining focus and keeping it current 
especially as time passes without disaster

Key Controls:

 Business Impact Analysis & Continuity Plan

 Business Continuity Champion / Accountability

 Periodic plan testing, reassessment and update
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RESEARCH
Human Subjects and Institutional Review Boards

Animals an Institutional Animal Care & Use Committees

Academic Freedom 
www.insidehighered.com/views/2010/12/21/defining-academic-freedom

Organization funded / subsidized research

Federal, State and local government awards / grants and…
related regulations

Commercially sponsored research

Publication, Publication, Publication

Intellectual Property & Patents
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RESEARCH
Key Research Risks:

 Complex regulations: If you have research, you likely have compliance gaps
 Proper grant charging – time and effort reporting, indirect costs, theft

 Theft of intellectual property

 Scientific integrity: 
 conflicts of interest

 data falsification 

 pressure to publish

 Academic freedom

 Underfunded research / entity subsidies

 Patent protection / lost royalties

 Human subjects harm / lack of patient/subject consent 

 Reputation: human / animal subject harm
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RESEARCH
Key Research Controls:

 Focused research compliance function

 Grant support & grant accounting

 Research oversight, review and approval

 Institutional Review Board

 Institutional Animal Care & Use Committees

 Safe research space

 Intellectual property & patent oversight / management

 Royalty management
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WRAP-UP
 The goal of the CHIAP is to help healthcare internal audit 

professionals organize, document and convey to others 
their related healthcare internal audit expertise.

 While expertise in each area of healthcare should be 
pursued, the CHIAP is focused on having a strong 
understanding of all key areas of healthcare.

 Your focus: understand the purpose of each of the areas 
discussed and the healthcare specific nuances in each

 Prep your mind and body for the exam

 You can be a CHIAP!
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QUESTIONS
This webinar is not likely to permit time for Q&A; however, 
please submit your questions to AHIA as follows:

 AHIA ListServ / AHIA Connected Community

 EMAIL: info@ahia.org or certification@ahia.org

 PHONE: 888-ASK-AHIA
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