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Learning Objectives for Today’s Webinar
Overview of the CHIAP Body of Knowledge (BOK): Compliance

Compliance is the process of making sure your company and employees follow the laws, regulations, 
standards, and ethical practices that apply to your organization. Effective corporate compliance will 
cover both internal policies and rules and federal and state laws.

Today we will focus on:

◦ Corporate Compliance/Legal

◦ Privacy

◦ Credentialing and Privileging

◦ Accreditation

◦ Conflict of Interest
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Corporate Compliance/Legal /Internal Audit
Corporate compliance is the process of making sure your company and employees follow the 
laws, regulations, standards, and ethical practices that apply to your organization. Effective 
corporate compliance will cover both internal policies and rules and federal and state laws.

Corporate compliance creates and executes the organization's corporate compliance program 
relative to its role. Management and all members of the organization are responsible for 
ensuring that compliance with laws, rules and regulations occurs.

Legal Compliance can be narrowly defined to mean the process by which an organization 
ensures that it observes and complies with the external statutory laws and regulations.

Internal Audit provides advice and consultation relative to the compliance program.  Internal 
Audit is responsible for auditing compliance program implementation and evaluating program 
effectiveness.
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Corporate Compliance 
A CCO is the guardian of the company’s ethical culture 
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https://oig.hhs.gov/compliance/ A CCO = Corporate Compliance Officer

https://oig.hhs.gov/compliance/
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Elements of an effective ethics 
and compliance program
Implementing written policies, procedures and standards of conduct. Policies and procedures 
should promote the organization’s commitment to compliance and address specific areas of risk. 
As noted in the OIG’s Supplemental Guidance for Hospitals, “[t]he purpose of compliance 
policies and procedures is to establish bright line rules that help employees carry out their job 
functions in a manner that ensures compliance with Federal health care program requirements 
and furthers the mission and objective of the hospital itself.”
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Written 
Policies and 
Procedures

Elements of an effective ethics
and compliance program

Designating a compliance officer and compliance committee. The compliance officer is charged 
with operating and monitoring the compliance program. The compliance committee should 
include members of key functions within the organization that can support and advise the 
compliance officer, such as legal, information technology, and privacy.
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Elements of an effective ethics 
and compliance program
Conducting effective training and education. At a minimum, all employees, physicians, and 
board members should receive training on fraud and abuse laws, as well as the compliance 
program.

7

Training and 
Education

Elements of an effective ethics 
and compliance program
Developing effective lines of communication. Employees must feel comfortable reporting 
internally, and organizations should have multiple reporting avenues such as the compliance 
officer and an anonymous hotline. Organizations must also take all reports seriously, and 
conduct follow-up with the reporting employee. Whistle-blowers often file complaints with the 
OIG after reporting internally and receiving no follow-up from the compliance officer.
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Elements of an effective ethics 
and compliance program
Conducting internal monitoring and auditing. This involves an ongoing process of evaluation 
and assessment to deter bad behavior and ensure effectiveness of education and corrective 
action. The compliance program should also monitor compliance with privacy, and provide a risk 
assessment of potential privacy issues.
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Risk Based 
Monitoring 

and Auditing

Elements of an effective ethics 
and compliance program
Enforcing standards of conduct through well-publicized disciplinary guidelines. Standards of 
conduct outline an organization’s rules, responsibilities, proper practices, and/or expectations of 
its employees. Compliance should work with human resources and legal to ensure that the 
standards and consequences for violations are consistently enforced.
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Elements of an effective ethics 
and compliance program
Responding promptly to detected offenses and undertaking corrective action. Failure to ensure 
timely and effective remedial action for offenses can create additional exposure for the 
organization.
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Elements of an effective ethics 
and compliance program
By implementing and following an effective compliance plan, healthcare organizations can avoid 
fraud, waste, and abuse liability. Failure to have an effective compliance program may result in:
• Increased violations.

• Undetected kickbacks and/or false claims.

• Evidence of deliberate ignorance of false claims.

• Entering into a mandated Corporate Integrity Agreement with the OIG.

Healthcare organizations should promote a culture of compliance at all levels inside the 
organization. Having an effective compliance program is an ongoing process. An effective 
compliance plan is not a static document, but is proactive, responsive, and changing with the 
needs of the organization.
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Compliance – Legal
A general counsel is the protector of the company’s legal risks 

A lawyer defines and advises on the law – the rules of the road. Compliance officers develop 
controls, policies, procedures, and systems designed to ensure that corporate actors stay within 
the rules of the road.

Lawyers do not define the company’s ethical culture. To the contrary, the board, senior 
management and the CCO define, instill, promote, manage and measure the company’s culture. 
A company’s culture is at its most effective internal control, and it is up to the CCO to embrace 
this responsibility and bring all the key players to the table. Of course, the general counsel 
should be part of the discussions but the general counsel should not define the company’s 
culture.
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Compliance - Legal
In-house counsel are essential partners in conducting training, providing important legal 
guidance and analyses, marshaling due diligence and conducting internal investigations. Lawyers 
carry a valuable asset – the legal privilege, an essential tool when a company investigates and 
determines the nature and scope of a potential legal violation. Lawyers are key partners when it 
comes to the internal investigation function and working with compliance to develop helpful 
protocols, and investigation tactics and strategies.

Compliance officers integrate legal analysis to design and implement appropriate controls. A 
CCO and general counsel need to work closely to ensured that compliance and legal questions 
are appropriately handled, that controls adequately cover legal risks, and that such controls are 
updated when legal interpretations and enforcement positions are adjusted.
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GOVERNING BODY / AUDIT COMMITTEE

SENIOR MANAGEMENT

Management 
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Internal Control 
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• Executive 
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• Board and its 
Committees

3rd Line of Defense

Compliance

Legal

Governance: 3 Lines of Defense

Privacy
The U.S. Department of Health and Human Services (HHS) Office for Civil Rights (OCR) enforces 
federal civil rights laws, conscience and religious freedom laws, the Health Insurance Portability and 
Accountability Act (HIPAA) Privacy, Security, and Breach Notification Rules, and the Patient Safety Act 
and Rule, which together protect your fundamental rights of nondiscrimination, conscience, religious 
freedom, and health information privacy. OCR protects your rights by:

Teaching health and social service workers about civil rights laws, conscience and religious freedom 
laws, health information privacy, and patient safety confidentiality laws.

Educating communities about civil rights, conscience and religious freedom rights, and health 
information privacy rights.

Investigating civil rights, conscience and religious freedom, health information privacy, and patient 
safety confidentiality complaints to identify discrimination or violation of the law and taking action to 
correct problems.

https://www.hhs.gov/ocr/about-us/index.html

https://www.hhs.gov/hipaa/index.html
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https://www.hhs.gov/hipaa/index.html
https://www.hhs.gov/hipaa/index.html
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What is Protected Health 
Information (PHI)?
PHI is a patient’s information that must be protected from unauthorized access, use and 
disclosure;

PHI is patient information your company creates, as well as, information that your company 
receives from other healthcare providers.

State and Federal Laws mandate your company protects patient health information.
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RULE
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Patient Rights and Covered Entity 
Responsibilities under Privacy Rule

General Privacy Compliance

Notice of Privacy Practices

Minimum Necessary

Business Associates

Appropriate Communications

Media Relations

Marketing

Fundraising

Research

Security

Authorizations

Verbal Authorizations

Required or Permitted Disclosures without 
Authorization

Patient’s Right of Access

Patient’s Right to Amend

Patient’s Right to Accounting

Restriction Requests

Psychotherapy Notes
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Examples:

Allowed Access
Treatment, Payment and Healthcare Operations (TPO): 

◦ Treatment - Access, use or disclosure required to provide care or treatment

◦ Payment - Access, use or disclosure to perform tasks associated with payments; authorizations or 
insurance verifications

◦ Healthcare operations – Access, use or disclosure for administrative functions that support the 
healthcare. Examples: Administration, Finance, Compliance, Privacy Office, Risk and Quality functions, 
etc.

Minimum Necessary: 
◦ Each employee is responsible to limit their use, access and disclosure of protected health information to 

the ‘minimum necessary’ to complete their assigned tasks.

20
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Allowed Access
Treatment, Payment and Healthcare Operations (TPO): 
 Treatment - Access, use or disclosure required to provide care or treatment

 i.e. The patient’s referring physician calls and asks for a copy of the patient’s recent exam.

 Payment - Access, use or disclosure to perform tasks associated with payments; authorizations or 
insurance verifications

 A patient’s insurance company calls and requests a copy of the patient’s medical record for a service date.

 Healthcare operations – Access, use or disclosure for administrative functions that support the 
healthcare. Examples: Administration, Finance, Compliance, Privacy Office, Risk and Quality 
functions, etc.

 The Quality Improvement Office calls and asks for a copy of an operative report

Minimum Necessary: 
 Each employee is responsible to limit their use, access and disclosure of protected health 

information to the ‘minimum necessary’ to complete their assigned tasks.
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Individually Identifiable Health 
Information (IIHI)

◦ Name, including initials

◦ Street address, city, county, precinct, zip code and 
equivalent geographic subdivision codes

◦ All elements of dates except year: dates directly 
related to an individual, including birth date, 
discharge date, death date, etc. For all ages over 
89, the year is included for birth date.

◦ Telephone # or Fax #

◦ Medical Record #

◦ Electronic Mail addresses

◦ SSN (Social Security Number)

◦ Medical record # or Account #

◦ Name of relative or employer
◦ Health Plan ID / beneficiary #
◦ Device Identifiers and serial numbers
◦ Vehicle identifiers and serial numbers, 

including license plate numbers
◦ Certificate/license numbers, any other unique 

identifying number, code, or characteristic 
◦ Photographic images & other comparable 

images, biometric identifiers (fingerprint, voice 
prints and retina scan etc.).

◦ Email address, Web URL, Internet IP address

22

Under Federal HIPAA and State regulations, all identifiers listed below are considered protected, and if 
accessed, used and disclosed inappropriately, could be considered a breach:
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Potential Privacy Breaches
(Examples)

1. Using Electronic Health Record (EHR) to keep track of medical problems and care of 
estranged family members.

2. Using the EHR to check on patients you used to care for, but are now discharged or moved to 
another floor.

3. Announcing a patient’s name or diagnosis loudly in a lobby area.

4. Verbal disclosure of lab results to others who are interested, but who have no job related 
need to know.

5. Visiting a patient on a restricted unit, such as Maternity, without his/her permission.

6. Visiting a co-worker who is hospitalized, without his/her permission.

7. Borrowing someone’s password to access records or lending someone your password.

8. Accessing a computer that is logged on under another’s password.
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Potential Privacy Breaches
(Examples cont.)

9. Disposing of anything with a patient’s name on it in regular trash.

10. Mailing or giving Discharge Instructions or medications to the wrong patient.

11. Faxing PHI without a FAX COVER SHEET and/or to the wrong Fax number.

12. Accessing charts of ex-husbands or ex-girlfriends, etc., out of curiosity or concern, or to use 
in a custody battle.

13. Accessing a chart to see why a co-worker is in the emergency department.

14. Disclosing patient presence in the hospital after they had “opted out” of the facility’s 
directory.

15. Leaving paper charts or census sheets open and unattended.  Leaving PHI in the hall, 
restroom or library.

16. Talking about your patients in a public place like the cafeteria, hair-dresser’s or in a grocery 
store.
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HIPAA Security vs. Privacy
Privacy rule identifies what is to be protected and outlines the individual’s rights to 

control access to their Protected Health Information (PHI).

Security rule requires Covered Entities (CE) to protect PHI in electronic form.

◦ The security rule only applies to PHI maintained or transmitted in electronic form, 
called ePHI

You can have security without privacy but you cannot have privacy without security.
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Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care clearinghouses, and (3) 
health care providers who electronically transmit any health information in connection with transactions 
for which US Department of Health and Human Services (HHS) has adopted standards.

Intent of the Security Rule
The Security Rule is intended to:

 be technology neutral

 be scalable

 protect the confidentiality, integrity and availability (CIA) of Electronic Protected Health 
Information (ePHI)

◦ Confidentiality – ensuring that only those individuals who are supposed to access ePHI do

◦ Integrity – ensuring that the ePHI input today is the ePHI that is retrieved tomorrow, next 
week, next year, etc.

◦ Availability – ensuring that ePHI is available to those who need it when they need it.

 Protect ePHI against any reasonably anticipated threat or hazard, and improper use or 
disclosure.
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Security Rule Components
Types of Safeguards:

◦ Administrative – secure and appropriate granting and termination of access

◦ Physical – secure location and backups

◦ Technical – controls around protecting information

Documentation

Policies and Procedures

27
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Technical Safeguards Physical Safeguards Administrative Safeguards

Technical Safeguards focus on the 

technology that protects PHI and 

controls access to it.  The 

standards of the Security Rule do 

not require you to use specific 

technologies and are designed to 

be “technology neutral.”

1. Access Control

2. Audit Controls

3. Integrity

4. Authentication

5. Transmission Security

Physical Safeguards are a set of 

rules and guidelines that focus on 

the physical access to PHI. 

1. Facility Access Control

2. Workstation Use

3. Workstation Security

4. Device and Media Controls

Administrative Standards are a 

collection of policies and 

procedures that govern the 

conduct of the workforce and the 

security measures put in place to 

protect PHI.

1. Security Management 

Process

2. Assigned Security 

Responsibility

3. Workforce Security

4. Information Access 

Management

5. Security Awareness and 

Training

6. Security Incident Procedures

7. Contingency Plan

8. Evaluation of Business/Law 

Changes

9. BAA Contracts and Other 

Agreements

Technical – controls around 
protecting information

Physical – secure 
location and backups

Administrative – secure and 
appropriate granting and 
termination of access
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Information Security Compliance
DOs and DON’Ts
Don’t be tricked into giving away confidential information 

Don’t use an unprotected computer

Lock your computer and mobile device when not in use

Be vigilant and report suspicious activity

Password protect sensitive files and devices

Always use hard-to-guess passwords

Be cautious of suspicious emails and links

Do not plug in personal devices like USB flash drives and smartphones 

Do not install or download unauthorized programs on work computer
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Email Security 
Phishing – emails that falsely claim to be from a legitimate organization or source with malicious 
fraudulent intent.

◦ If you receive a phishing email, DO NOT respond, instead delete the email immediately.

Spam – unsolicited, unwanted bulk or junk email.
◦ This form of email has become a favorite of attackers attempting to draw in the unsuspecting victim.

Email Encryption 
◦ When you transmit any ePHI or private information (sensitive or confidential) to and/or from a NON-

Work email address, it MUST be manually encrypted.

◦ Any email that has ePHI in an attachment, such as an Excel or Word file, also needs to have the 
attachment password protected before it is sent out. 

30
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Credentialing and Privileging
https://www.cms.gov/

We pledge to put patients first in all of our programs – Medicaid, Medicare, and the Health 
Insurance Exchanges. To do this, we must empower patients to work with their doctors and 
make health care decisions that are best for them.

This means giving them meaningful information about quality and costs to be active health care 
consumers. It also includes supporting innovative approaches to improving quality, accessibility, 
and affordability, while finding the best ways to use innovative technology to support patient-
centered care.
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Credentialing and Privileging
Hospitals often use the term credentialing to imply a process used to make decisions regarding 
membership and the granting of privileges. The two terms are, however, quite different.

Technically the term credentialing represents the verification of a person's education, training and 
experience (as in "to verify a person's credentials"). Hospitals often extend the meaning to include 
evaluation of collected information and making a decision to appoint a physician (as in "he has been 
credentialed as a member of the staff).

Privileging is completely different. This term implies that a person has been given permission or 
"privileges" to engage in specified clinical activities, within well-defined limits, based on the 
individual’s professional license, competence, experience, ability and judgement, and on 
organization's ability to provide and support the service. 

It is important to recognize that the terms membership and privileges are different. Membership
means that a person is a member of the medical staff and (within hospitals) can call himself a 
member, attend meetings, vote if in the active category, and receive all other benefits of such 
membership. There may also be requirements which go along with membership, such as paying dues, 
attending patients in the emergency department, etc. Privileges are needed in order to treat 
patients.

32
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Credentialing
It is the practitioner’s appraisal process.

A primary evaluation process that involves the verification of the practitioner’s right to
participate in the medical staff membership and his/her competency to provide patient care in 
the appropriate setting.

Frequency: every two years.

Re-credentialing process

It is conducted before either:
◦ Re-appointment to the medical staff

◦ Renewal or revision of clinical privileges
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Accreditation
Joint Commission accreditation can be earned by many types of health care organizations, 
including hospitals, doctor’s offices, nursing homes, office-based surgery centers, behavioral 
health treatment facilities, and providers of home care services. 

https://www.jointcommission.org/accreditation/accreditation_main.aspx

34

https://www.jointcommission.org/accreditation/accreditation_main.aspx
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Conflict of Interest
A conflict of interest occurs when an individual’s personal interests – family, friendships, 
financial, or social factors – could compromise his or her judgment, decisions, or actions in the 
workplace. Government agencies take conflicts of interest so seriously that they are regulated.

Regulatory Site information:
◦ Public Officials – Check State Laws. https://oag.ca.gov/conflict-interest and   

http://www.fppc.ca.gov/learn/conflicts-of-interest-rules.html

◦ Research in Humans - https://ori.hhs.gov/education/products/ucla/chapter4/default.htm

◦ Physicians - https://oig.hhs.gov/compliance/physician-education/04vendors.asp
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Conflict of Interest
The National Science Foundation (NSF) and the Public Health Service (PHS) published final rules 
on "Objectivity in Research" in the Federal Register on June 19, 1995 (NSF rules) 
https://www.govinfo.gov/content/pkg/FR-1995-07-11/html/95-16800.htm and July 11, 1995 
(updated 2011) (PHS rules). 

The National Institutes of Health (NIH) reprinted the rules in the "NIH Guide for Grants and 
Contracts," Volume 24, Number 25, dated July 14, 1995 (NIH Guide). 
https://grants.nih.gov/grants/guide/notice-files/not95-179.html
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https://www.nsf.gov/policies/conflicts.jsp https://grants.nih.gov/grants/policy/coi/index.htm

https://oag.ca.gov/conflict-interest
http://www.fppc.ca.gov/learn/conflicts-of-interest-rules.html
https://ori.hhs.gov/education/products/ucla/chapter4/default.htm
https://oig.hhs.gov/compliance/physician-education/04vendors.asp
http://www.gpo.gov/fdsys/pkg/FR-1995-07-11/html/95-16800.htm
https://www.govinfo.gov/content/pkg/FR-1995-07-11/html/95-16800.htm
http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=f67ea01984581d3934103b5074c05500&rgn=div5&view=text&node=42:1.0.1.4.22&idno=42#42:1.0.1.4.22.6
http://grants.nih.gov/grants/guide/notice-files/not95-179.html
https://grants.nih.gov/grants/guide/notice-files/not95-179.html
https://www.nsf.gov/policies/conflicts.jsp
https://grants.nih.gov/grants/policy/coi/index.htm
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Wrap-up

The goal of the CHIAP is to help healthcare internal audit professionals organize, document 
and convey to others their related healthcare internal audit expertise. 

While expertise in each area of healthcare should be pursued, the CHIAP is focused on having 
a strong understanding of all key areas of healthcare. 

Your focus: understand the purpose of each of the areas discussed and the healthcare specific 
nuances in each 

Prep your mind and body for the exam 

You can be a CHIAP! 
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Questions & Answers
Please submit your questions to AHIA as follows: 

AHIA ListServ / AHIA Connected Community

EMAIL: info@ahia.org or certification@ahia.org 

PHONE: 888-ASK-AHIA
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Speaker contact info
Debra A. Muscio, MBA, CFE, CCE, CHC, CHP, CHIAP

SVP, Chief Audit, ERM, Privacy, Security, Ethics and Compliance Officer

Community Medical Centers

dmuscio@communitymedical.org
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